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Accelerating Your Success”




Online Video Material

It is strongly recommended that you view the short technical videos
available on the BCM4343W loT Starter Kit webpage:

http://cloudconnectkits.org/product/avnet-bcm4343w-iot-starter-kit

e Part 1: BCM4343W IloT Starter Kit - Board Introduction
« Part 2: BCM4343W IloT Starter Kit - Amazon Web Services
e Part 3: BCM4343W IloT Starter Kit - IBM Bluemix Cloud Services
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Re-installing the Out-of-Box

“AWS Shadow” Application
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Basic Installation Items Requiring Attention!

Kits shipped from our initial production have passed factory tests
but require re-installation of the out-of-box “Shadow” application...

Four items must be attended to on your computer:

#1 Make sure you have 32bit and 64bit JRE versions installed!
(prior to installing WICED SDK)

#2 Install the latest Cypress WICED tool suite (WICED Studio 4.x or later)
#3 Verify the USB JTAG Driver installation
#4 Reflash the loT Starter Kit hardware (using .bat file)

Pay Attention
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Key Download Links

Download + install 32bit and 64bit JRE (Java Runtime Environment) DOWNLOAD
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html

Download + install Cypress WICED STUDIO 4.x SDK tool

http://www.cypress.com/products/wiced-software

Download + install Avnet loT Starter Kit App Reflash Tool (v2)
http://cloudconnectkits.org/sites/default/files/Avnet%2010T%20Starter%20Kit%20App%20Reflash%20v2.zip

Download the BCM4343W loT Starter Kit Getting Started Guide

http://cloudconnectkits.org/product/avnet-bcm4343w-iot-starter-kit
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http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html
http://www.cypress.com/products/wiced-software
http://cloudconnectkits.org/sites/default/files/Avnet IoT Starter Kit App Reflash v2.zip
http://cloudconnectkits.org/product/avnet-bcm4343w-iot-starter-kit

JRE32 and JRE64 are both Needed!

ALt
#1

Procedure:

1) Check/Fix your JRE (Java Runtime Environment) installation:
Both the 32 bit JRE and 64 bit JRE versions are required!

2) 32-bit JRE is needed for Cypress’'s WICED SDK
(utilizes a 32-bit version Eclipse based IDE),

3) 64-bit JRE is needed for the SDK’s installer (JRE is designed to allow
both 32 and 64 bit variants to be installed on same system)

4) Not normally required, but if you have a JRE related issue, check your

Windows PATH. This should include a path to your Java installation, ie.
C:\ProgramData\Oracle\Java\javapath

32 bit and é; Java
64 bit JRE <=
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Download + Install Cypress WICED SDK

awr
rée

5) Download + install Cypress WICED Studio 4.x development tools
https://community.cypress.com/community/wiced-wifi/wiced-wifi-documentation

6) Itis not yet necessary to launch the SDK, but the USB drivers included with
this installation will be used in the next step...

C/C++ - WICED IDE

Fle Edt Source Refactor Navigate Search Project Run Window Help

=R AERERENE--E S S ATER R

R C S A B R o T g

-

[ Project Explorer & ‘®|® v=08
=5 WICED-SDK-3.5.2
& apps
(= avnet patches
(& buid
(& doc
(= include
(& lIbraries
(= platforms
(= resources
(= tools
(= WICED
CHANGELOG.txt
- [ generated_mac_address.txt
LICENSE.txt
|5 make
make.exe
[2 make30136-9.bat
[ & Makefile
README. txt
-3 version.txt

Project
Explorer

€] scan_AVN.c make_target_examples.bet £ = B8

5Make targets examples preceded by a "*" are it
6Add "download run" to the end of the target st

;Notes: Editor

9 * Each make target may optionally append "-d¢
16 * For the BCM943364WCD1, BCM943438WCD1, and I
11 the target string to download the WLAN firr
12

13
14 *demo.airplay_audio-BCMI43907WAE_1
15 *demo.airplay_audio-BCM9439091CD1_3.BO
16 *demo.airplay_audio-BCM943909WCD1_3.B1 _’LI

»

. St

[2 Problems | Tasks & Console 2 | (] Properties ! Call Graph =g Progress
CDT Buid Console [WICED-SDK-3.5.2]

2= outline Make Target &2 5] Task List
(=5 WICED-SDK-3.5.2

mEE
‘ # [[Bocs+

CE R IR

demo.aws_jot.bt_smartbridge-BCM34343W_AVN-ThreadX-Netx download download_apps run

demo.aws_iot.shadow_light_sense-BCM94343W_AVN downioad download_apps run

demo.aws_iot.shadow-BCM94343W_AVN download download_apps run
Snip.scan-BCM94343W_AVN download run

Make Targets

IR =R =R

No changes detected

Downloading Application ...
No changes detected

Resetting target
Target running
Build complete
Making .gdbinit

0 '

Build Console

[=]

[
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==AVNET


https://community.cypress.com/community/wiced-wifi/wiced-wifi-documentation

Verify the USB Drivers Installed Correctly... #3

Tre

7) Connect the USB cable from BCM4343W loT Starter Kit to your computer
8) The USB JTAG and USB UART ports should locate and install drivers
that were included in the earlier WICED SDK installation

9) Use Windows Device Manager to check these USB UART and USB JTAG ports
The USB ports should list as shown on the left below...

File Action Vew Help

Otherwise these will need
to be installed manually...

e @ BmlE
M Computer
|| CypressUsbConsoleWindowsDriver

(a Disk drives
&, Display adapters

L} DVD/CD-ROM drives

E Human Interface Devices
- IDE ATA/ATAPT controlers
? IEEE 1394 Bus host controlers
--—' Imaging devices

g Jungo

-- Z= Keyboards

=1 Device Manager r

File Action View Help
e Al ? Bl

= §_LibUSB-Win32 Devices
[ wiceD Use 17AG ot | |/
. Mice and other pointing devices
W Monitors
g Network adapters

=" Ports (COM & LPT)
e -

[

9 8 29 November 2016

- ¥ Network adapters
- |5, Other devices

USB Serial Port
Ports (COM & LPT)
Processors
urity Devices
H-(5F Sound, video and game controllers

+- 1M System devices

—
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Correcting USB Driver Installation (in event of failure)

Ll1&
wr <
)

10) In the event the USB drivers did not install correctly with WICED SDK,
manually install these drivers as follows:

11) Using Windows File Explorer go to: ...\tools\drivers\BCMOWCD1EVAL1
12) Double-click dpinst_x64.exe to run the Device Driver Install Wizard

13) Use Windows Device Manager to check these USB ports now list correctly...

9 9 29 November 2016

[(5 Project Explorer i3

=5 WICED-SDK-3.5.2 |

(= apps

#-= avnet patches
=-¢= buid
[+ doc
#-= include
[+ libraries

#-= platforms

[+-[= resources

E—]--@ tools |

I = ARM_GNU

(= common

¥ = create_dct

é---@ drivers

N I 5CMOWCD1EVALL]
~~E BCMSWCDI1EVALL.Zip

Fie

Action View Help

e m B=®

E
E
E
E:
E:
E:
[+
[+
L.
L.
E
E
E
E
E

=}

[+l Computer

- || CypressUsbConsolewindowsDriver
H'—y Disk drives

+ &, Display adapters

H ¢ DVD/CD-ROM drives

H E Human Interface Devices

t g IDE ATA/ATAPI controllers

H \f IEEE 1394 Bus host controlers

¥ £y Imaging devices
Jungo

H &= Keyboards

*

| §_LIbUSB-Win32 Devices
|- § WICED USB JTAG Port | %
H_J Mice and other pointing devices
+ B Monitors

g Network adapters

3
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Reflash the loT Starter Kit hardware (using .bat file)

14) Unzip the Avnet IoT Starter Kit App Reflash v2.zip to a convenient folder

15) Using a command window, cd to this folder, then execute
aws_iot_shadow_prog.bat (this takes about ~1 minute to complete)

CAWINDOWS\system32\cmd.exe o ﬁ

C:\Auvnet IoT Starter Kit App Reflashlaws_iot_shadow_prog.bat

____________________________________ k_______________
" Avnet BCHMU343W IoT Starter Kit Programming Utility ~

" Reprograms IoT Starter Kit with AWS IoT Shadow App.”

" Erasing MCU Flash and |programming 3 files...|

" Erasing SPI flash and|programming 2 files...|

" Re-programming of MCU and SPI Flash completed!”
" Restarting the board ..."

C:\Avnet IoT Starter Kit App Reflash>

-

B ) ‘
9 10 29 November 2016
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AWS and Kit Configuration for the

Out-of-Box “Shadow” Application
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Shadow App. - Items Requiring Attention!

Five additional items require attention to configure
and execute the out-of-box “Shadow” application...

#5 Use the Getting Started Guide (in addition to QuickStart Instructions)

#6 Register an AWS Account at CloudConnectKits.org

#7 Generate in AWS loT Console: Thing Name, Certificates and Policy

#8 Configure the Hardware: Thing Name, Certificate + Private Key, WiFi Settings

#9 Generate in AWS IoT Console: Rules for SNS Push Notifications

Pay Attention

O 2 @ novemercos °’ oy the prce. = SAVNET




Use the Getting Started Guide! 4

* QuickStart Instructions are provided in the kit's box but this lacks detail
for a key step when working with the default AWS Shadow application...

3=
’ ,1

» Use the procedure detailed in the

“Getting Started Guide”to Avnet BCM4343W = <AVNET
create Thing, Certificate - 10T Starter Kit -

and Policy resources! .

10T Starter Kit

4
_ 4 @ Electronics Marketing e Technology
Avnet BCM4343W AVNET

Quick Start Instructions ." i"lpmud by
1. Go to Avnet's Amazon Web Services webpage and register I'__!'i amazon
a new user account www.cloudconnectkits.org/product/aws 0P webservices

2. Check for email confirming yvour newly created AWS account as well as
your login credentials

-> 3. Sign-into the AWS |oT Console: https:fconsole.aws.amazon.comy/iot/ home?region=us-east- 1. Click
o -+ on +Create a Resource then Create a Certificate. Save the certificate and key files for use in step 6.
4, Connect the provided USB cable from the Starter Kit to a power source, the 3V3 power LED

will illuminate.

5. Connect your computer's Wi-Fi to WICED_AWS (the SSID of WICED module in SoftAP mode).
When prompted, enter a password of 12345678

__________________________________________ =—=AVNET




Register an AWS Account at CloudConnectKits.org #6

& Products | AVNET Clo. x §__ Y
& = C'| [ coudconnectkits.org/products.

amer e s e http://cloudconnectkits.org/product/aws

Introducing the Avnet
BCM4343W loT Starter Kit

Powered by Broadcom's WICED and Amazon Web Services
Simplifies connected device development and production with a certified wireless

“r Amazon Web Services x % %

€ e

[ & - C @ https://www.amazon.com/ap/signin?opei@ ¥ 77| Bx ¢ @ =

19 cloudconnectkits.org/product/aws

SeC module. -
= . L] |
ﬁ‘"ﬂﬂr Home Products i -
LEARN MORE .'..' amazpn
P webservices

cloudconnectkits.org/product/aws Amazon Web Services

Products

Sign In or Create an AWS Account

What is your e-mail or mobile number?

Products

Amazon Web Services
|oT Starter Kit uses AWS IoT as its cloud platform. Learn more about AWS IoT and sign-uo -~
WS Cloud account. L

webservices™

Starter Kit uses AWS 0T as its cloud platform. To
get stared yMg the 10T Starter Kit, you must first create an AWS account
Answer the questions below and you will be directed to the

AWS account setup page

E-mail or mobile number:

VIEW PRODUCT

Avnet BCM4343W loT Starter Kit

The & 43V 10T Starter Wit enables s to easily

(- I am a new user.

nave -

Peter » Iam a returning user
and my password is:

COMPANY *

AVNET

[ Sign in using our secure server @

HOW WOULD YOU BE ST DESCRIBE YOUR USE OF THE 10T STARTER KIT*

© Dersanal use /Home prajest @ Companyuse | Bratatype

| ] 3

AVYNET

CREATE YOUR AWS ACCOUNT I



http://cloudconnectkits.org/product/aws

Notes Regarding AWS Account

* Your Credit Card is required when registering!
(but you are unlikely to incur charges unless the
“Free Tier” limits are exceeded...)

« Pay as you go. No minimum fees

« $5 per million messages published to, or delivered
in US East (N. Virginia), US West (Oregon), EU
(Ireland) $8 in Asia Pacific (Tokyo)

4 . )
AWS loT @ Free Tier

250,000 Messages Per Month
_(Free for first 12 Months)

J
O = @ :noemems ==AVNET"




Generate Thing Name, Certificates and Policy #7

1) Once you have registered your AWS account, Conne,
Login to AWS, then click on AWS loT .

BCM4343W loT Starter Kit
Getting Started Guide

2) Follow the AWS IoT Console procedure in
Getting Started Guide for generating
the Thing Shadow plus associated
Certificates and Policy

3) Download + save to convenient location the _—

public key, private key and certificate

(only private key and certificate are needed) e ——

' ( AWS Credentials |

* Download public key
* Download private key

* Download certificate

9 16 29 November 2016
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Starting the Shadow Application #8

Connect USB cable from BCM4343W IoT Starter Kit to your computer
Open a serial console, select correct COM port, configured for 115200 baud
Press kit's Reset button and examine the serial console messages...

If DCT memory not previously programmed, the Shadow App will start with

the BCM4343W in SoftAP mode

In your computer’s network settings,
connect the computer to WICED AWS
(password = 12345678)

This allows you to open a configuration
webpage in browser at 192.168.0.1

to enter AWS loT configuration details
and your WiFi network settings...

™ cOM131:115200baud - Tera Term VT
File Edit Setup Control Window Help

Starting WICED v3.5.2
Platform BCM94343W_AVN initialised
Started Threadx v5.6
Initialising NetX_Duo v5.7_sp2
Creating Packet pools
WWD SDIO interface initialised

LAN MAC Address : BO:38:29:3D:3A:7D

WLAN Firmware : wl0: Nov 25 2015 12:57:14 version 7.45.45.1 (r
02358) FWID 01-1920c040

-

Please wait, connecting to network.

(To return to SSID console screen, hold USER switch for 5 seconds
during RESET to clear DCT conf1gurat1on)

IPv4 network ready IP: 192.168.0.1

Setting IPv6 1link-Tocal address

IPv6 network ready IP: FE80:0000:0000:0000:B238:29FF:FE3D:3A7D

e e b S e b e L

Config SSID : WICED_AWS
Password : 12345678
IP Address : 192.168.0.1




« Computer network = WICED_AWS
SoftAP password = 12345678
Browser address =192.168.0.1
This brings-up the kit's SoftAP
Configuration Settings screen

€ — C [} 192.168.0.1/config/device_settings.html

WICED™ AWS IOT Service

* (You need to have setup an Amazon
account and from AWS loT Console
generated the files needed here)

« Note: Each setting must be followed
by pressing it's adjacent
Save/Upload/Set buttons...

9 18 29 November 2016



Two Options for Configuring Your Hardware H#8

« SoftAP mode Config Settings webpage
(available on startup) allows you to enter:
« The Thing Name
« Certificate and Private Key
* WiFi Network Settings

« Alternatively, “bake-in” these settings!
Convenient for development, this is done
by re-naming and copying the downloaded
certificate files into:
* ...\resources\apps\aws_iot

and making edits to two source files:
« aws_config.h
« wifi_config_dct.h

« For more info, refer to Getting Started Guide

9 19 29 November 2016

€ - C | [3192.168.0.1/config/device_settings.html Bk O =

BROADCOM. WICED™ AWS IOT Service

(AWS loT Config Settings Webpage)



Testing the “AWS Shadow” App
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Shadow: Simple Pub/Sub + Thing Shadow Demo

~

//{7\ = —
i )
1‘(’ L N
€N N afimazon )
— webservices™ 4

WIFI
Avnet BCM4343W IoT Starter Kit: AWS IoT: Mobile Device:
- User Pushbutton state is “Published” - Stores BCM4343W IoT Kit's - Receives SMS alert from
to the Thing Shadow User Pushbutton state in a AWS SNS service
- User LED controlled by “Subscription” Thing Shadow - Receives emalil alert
to the Thing Shadow - Allows Cloud-based updates from AWS SNS service
- The User LED toggles On/Off in to the User LED on loT Kit
response to remote user changes to - Rules Engine: Set-up to send
the Thing Shadow (persistent record) SMS text or email notification

from AWS SNS service when
User Pushbutton is pressed,

or when the Shadow copy of

the LED state is updated

9 21 29 November 2016 i—fA\INET“’



AUTHENTICATION Q\ _\ @
AUTHORIZATION «K -»»‘“_’ @

Secure with mutual

i authentication and encryption .
: AN / ! AWS Services

RULES ENGINE

Transform messages
based on rules and

route to AWS Services

3P Services

DEVICE SDK DEVICE GATEWAY
Set of client libraries to Communicate with devices|vi
connect, authenticate and ! MQTT and HTTP _
exchange messages | /—\ =
§ i APPLICATIONS
; DEVICE SHADOW:
; Persistent thing state 'y
DEVICE REGISTRY ,E . during intermittent i
Identity and Management of i7" -= T connections E i
' your things i H ' i
- i 'AWS 10T AP @ P = .
O » 29 November 2016 - ==AVNET



Using the AWS IoT Console oL AWS o

« Avnet Getting Started Guide details steps to connect |oT Starter Kit to AWS lIoT Console

« The AWS IoT Console facilitates creating and managing Things, Certificates, Policies
and Rules via an easy to use Graphical User Interface

« A Command Line Interface (CLI) is also provided (This for experienced users.
Less useful now since the AWS loT Console has become available...)

AWS v  Services v eter Fenn v N.Virginia~  Support v

b AWS IOT esources | MQTT Client | Tutorial | Settings | 0 notifications

https://aws.amazon.com/iot

Detail

Resources

Name sk 0001

REST API endpoint https://A1DTCSS7KAHTDF iot.us-
x east-1.amazonaws.com/things/sk

‘ ‘ v/ ‘ MQTT topic *Saws/things/sk_0001/shadow/up
— Creste s poic date’

Last update 1 hour ago
Attributes  There are no attributes

Create a thing [N

Linked certificates
Create a thing to represent your device in the cloud. This step creates an entry in Device Registry and alse a
Device Shadow for your device

Shadow status

Name sk_0001 Shadow version 264

Attributes

Next (optional), you can use thing attributes to describe the identity and capabilities of your device. Each
attribute is a key-value pair

a Connect a device
H -
9 23 29 November 2016 @ Feedback (@ English Privacy Policy ~ Terms of Use



https://aws.amazon.com/iot

What Can You Do With AWS Shadow?

Name

REST APl endpelnt

MQTT Topic

Last update
Attributes

Linked certificates

State Detall
State Verslon

State

starterkit_0040

httpsd/Al DTCSS7KAHTDF i :.us—ea}r.-
1 .amazo*\a\r.rs.r_om.f:nir‘gs!sta'[erklt_t-
g40/shadow

'$aws/things/starterki t_D040/shado
w/update’

2 Minutes Aga ‘e

There are no attribures

show all

24 29 November 2016

Ex.1: User P/B is pressed and it’s State is Published to AWS loT
Thing Shadow reported status is monitored in AWS IoT Console

Ex.2: State of Userl LED is manually updated in the

Thing Shadow, - desired State then Published to AWS IoT
« loT Starter Kit Subscription to this topic results in
Userl LED getting updated

Learn More Detail Update State Edit

State Detail \

Update State



Using Rules with AWS S

hadow

Sem
3=

Ex.3: Create a rule to trigger AWS SNS push notification to email . AWS SNS
Ex.4: Create a rule to trigger AWS SNS push notification to SMS text message

Create a rule

Create a rule to evaluate inbound messages published into AWS loT. Your rule ca
message to the topic of another device, or to a cloud endpoint such as a Dynamol

Name your rule and add an optional description. /

Name ‘ Rule1_email_on_button_press ‘

H © O 1 & = AWS Notification Message - Message (Plain Text)
MESSAGE  McAfee E-mail Scan

Fri 10/30/2015 1101 AM
AWS-IOT> <no-reply@sns.amazonaws.com>
AWS Notification Message

To Fenn, Peter

{ "state": {"desired": { "status": "ON" } ,"reported": { "status™: "ON" }}}

Description ‘ Send email when User button pressed ‘ (

9 25 29 November 2016

AWSHOT> {"version™
237,'timestamp":
E 7€ Jstate”;

{"status" OFF“}."me’radata“:{”staius":

{"timestamp"144623 7887}

©

+ h’ypeamessagc., @ \.}



Using Rules with AWS Shadow #9

Rules Engine connects AWS 1. AWS Services 2. Rest of AWS

. (Direct Integration) (via Amazon Kinesis, AWS
loT to Exte_rnal Endpoints and Lambda, Amazon S3, and
AWS Services. more)

Amazon Amazon Amazon
S3 DynamoDB Kinesis Amazon RDS Amazon Glacier
: | a. @ i
g — Actions X * . ~
(=)j(s]](=) ® ([ 1D m »
= i &
m Rules Engine Amazon AWS Amazon Amazon Amazon
SNS Lambda SQS Redshift EC2

9 26 29 November 2016

|l

3. External Endpoints
(via Lambda and SNS)

==AVYNET



AWS loT Rules Engine Basics

=,
S0
9,

(

(ARETINGEN O)

. Gle.

n - -O1))

oG

| b Lﬂ)
A

SELECT *
FROM ‘things/thing-2/color’
WHERE color = ‘red’

9 27 29 November 2016

\ v v 4

Simple & Familiar Syntax

SQL Statement to define topic filter
Optional WHERE clause
Advanced JSON support

Functions improve signal : noise

String manipulation (regex support)
Mathematical operations

Context based helper functions
Crypto support

UUID, Timestamp, rand, etc.

==AVYNET



Topic Filter using Rules (SQL Syntax) «@/\;}»

v 4
SQL (Structured Query Language) is a popular, special-purpose

programming language for managing data in relational databases
and data streams SELECT FROM | TOPIC  WHERE |

No filter of parameter or topic
SELECT isbn, title, price, SELECT *
FROM book FROM "#°
WHERE price < 20.00
ORDER BY title;

Filter on parameters, topics and state

SELECT state.reported.bulb

FROM ‘$aws/things/#/shadow/update’
WHERE state.reported.bulb = ‘ON’
9 s 5 November 2016 OR state.reported.bulb = ‘OFF’




"TT  Using the MQTT.fx Tool

(Optional PC-based MQTT Client for testing)

9 29 29 November 2016 _—%ﬁ__.—A\(’UET”



Using MQTT.fx to Debug AWS IoT

« MQTT.fxis an MQTT client written in JavaFX, based on Eclipse Paho

T MQTT.fx - 1.0.0

[(e]uWi'el Extras Help

H v &F | Disconnect |

Publish M Scripts  Broker Status Log

| saws/things/sk_0001/shadow/update il Unsubscribe | %

$aws/things/sk_0001/shadow/update
Saws/things/sk_0001/shadow/update

2 Messages

» { "state": {"desired™: { "status": ...

Saws/things/sk_0001/shadow/update

» { "state": {"desired™: { "status": ...

ﬂ 'HQOSD

~ | Show only latest | | Notifications | |

Copy Payload

1
05-02-2016 07:53:24.28404120

Copy Payload

2
05-02-2016 07:53:42.28422635




Using MQTT.fx to Debug AWS IoT

[H Edit Connection Profiles

AWS_ToT
M2M Eclipse Connection Profile

Profile Name

Broker Address
Broker Port

blient D

User Credentials

Connection Timeout
Keep Alive Interval
Clean Session

MQTT Version

9 31 oF =

AWS_IoT

ASR50ZB3KV65F.Iot.us-east-1.amazonaw:

8883

MQTT_FX_Client | Generate |

SSL/TLS Proxy Last Will and Testament

30

&0

4

|| Use Default

Clear Publish History |

Clear Subscription History

Canr_:el 0K

BER

Apply




Using MQTT.fx to Debug AWS IoT

EH Edit Connection Profiles !E
AWS_ToT h

M2M Eclipse Connection Profile

Profile Name | AWS_IoT

Broker Address | ASRS0ZB3KV6SF.iot.us-east-1.amazonaw:
Broker Port | 8883

Client ID | MQTT_FX_Client Generate

General User Credentials | SSL/TLS | Proxy Last Will and Testament

Enable SSL/TLS |v/| Protocol | TLSv1.2 v
CA signed server certificate
CA certificate file
| CA certificate keystare
® | Self signed certificates
CAFile C:\Users\016424\Documents\Avnet_GTM_Projects\BCM-AWS-Kit\AWS CREDENTIALS\rootCA.pem

Client Certificate File  C:\Users\016424\Documents\Avnet_GTM_Projects\BCM-AWS-KIt\AWS CREDENTIALS\sk_0001\c4841d2190

Client Key File (C:\Users\016424\Documents\Avnet_GTM_Projects\BCM-AWS-Kit\AWS CREDENTIALS\sk_0001\c4841d2190
Client Key Password

PEM Formatted v/

Self signed certificates in keystores

9 32 + - Revert OK Apply
|-




Using MQTT.fx to Debug AWS IoT @

Notes:
1) Download MQTT.fx from: http://mattfx.jfx4ee.org
2) After installing, configure MQTT.fx by clicking the gear icon at top of the page

3) Broker Address: A CLI command is used to retrieve your AWS
account-specific AWS loT endpoint: aws iot describe-endpoint

4) Broker Port: Egress to port 8883 must be allowed on your network!

5) Choose the SSL/TLS tab to view the SSL/TLS settings page.
- Check the Select SSL/TLS box
- Select Self-Signed Certificates
- Enter the paths to your private key, certificate and root CA certificate
- Check the Select PEM formatted box

6) AWS documentation on MQTT.fx is available at:
http://docs.aws.amazon.com/iot/latest/developerquide/verify-pub-sub.html

9 33 29 November 2016



http://mqttfx.jfx4ee.org/
http://docs.aws.amazon.com/iot/latest/developerguide/verify-pub-sub.html

Subscribing to an MQTT Topic

Click on the Subscribe tab to view the Subscribe page...
Enter the topic in the text box, eg. $aws/things/sk_0001/shadow/update
From the drop-down list, select QoS O, then click on Subscribe
Click on a message to view it’s full JISON payload

If subscribing to multiple topics, their message boxes can be color-coded

T MQTT.fx - 1.0.0

LOapmis Extras Help

H | | Disconnect
Publish Scripts  Broker Status  Log
Saws/things/sk_0001/shadow/update v Unsubscribe I}

saws/things/sk_0001/shadow/update

2 Messages -

Saws,/things/sk_0001/shadow/update

» { "state": {"desired": { "status": ...

Saws,/things/sk_0001/shadow/update

» { "state": {"desired": { "status": ...

= £

# ¥ || QoS50 ~ Showonlylatest | Notifications |

Copy Payload

1
05-02-2016 07:53:24.28404120

Copy Payload

2
05-02-2016 07:53:42.284232635
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Using MQTT.fx to Debug AWS IoT

= MQTT.fx - 1.0.0

MQTT.fx Extras Help

[ Disconnect

Publish Subscribe Scripts  Broker Status | Log |

2016-02-05 08: 4, 6 INFO -——- MgttFX Clien : MgttClient with ID MQTT FX Client assigned.
D2-05 08 I INFO ——- SubscribeCon 3 : onSubscribe
D2-05 08 27 [ INFO --- MgttFX Client

freshBuff er() + refreshBuffers$s ]

02-05 08: T, : INFO ——- MgttFX Client

D2-05 08 . MgttFX Clien

things/ e |

D2-05 08 : INFO ——-

6-02-05 = = K INFO --- MgttF¥ ClientMc

D2-05 : 7 INFO ——- MgttFX Clien

2016-02-05 :24:02, ?  INFO -—- MgttF¥ Client
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Reference Docs and Additional Info
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Reference Docs and Additional Info

Avnet documents located at: www.cloudconnectkits.org
 Avnet BCM4343W loT Starter Kit Brochure
* Avnet BCM4343W SoC Module Brochure
* Quick Start Card
» Getting Started Guide
 Hardware User Guide
« Schematics
 Bill Of Materials
 PCB Layout (Gerber files)
« Mechanical Drawing

O - 29 November 2016 ==AVNET"


http://www.cloudconnectkits.org/

Where to go for Support?
Avnet CloudConnectKits User Forum

http://cloudconnectkits.org/forum
http://cloudconnectkits.org/product/avnet-bcm4343w-iot-starter-kit

Avnet Documentation and GitHub Websites

https://community.cypress.com/community/wiced-wifi/wiced-wifi-forums

=SAVNET
=SAVNET
https://github.com/CloudConnectKits
Cypress WICED WiFi Forum
s | AWS Getting Started Website
w websenices | Nttp://aws.amazon.com/iot/getting-started
ey | AWS 10T and Other Discussion Forums
Wamarn | hitps:/fforums.aws.amazon.com/forum.jspa?forumiD=210
https://forums.aws.amazon.com
=SAVNET
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http://cloudconnectkits.org/forum
http://cloudconnectkits.org/product/avnet-bcm4343w-iot-starter-kit
https://github.com/CloudConnectKits
https://community.cypress.com/community/wiced-wifi/wiced-wifi-forums
http://aws.amazon.com/iot/getting-started
https://forums.aws.amazon.com/forum.jspa?forumID=210
https://forums.aws.amazon.com/

Other Important AWS Links

AWS loT Documentation
https://aws.amazon.com/documentation/iot

AWS IoT Developer Guide
https://docs.aws.amazon.com/iot/latest/developerquide

AWS CLI Tool Installation
http://docs.aws.amazon.com/cli/latest/userguide/installing.html
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https://aws.amazon.com/documentation/iot/
https://docs.aws.amazon.com/iot/latest/developerguide
http://docs.aws.amazon.com/cli/latest/userguide/installing.html

Q&A

Price and Availability ?
- loT Starter Kits are in stock and orderable now ($49.95)
- BCM4343W SoC Modules shipping since 2Q16
(module pricing based on quantity, contact your local Avnet resource for more info)

How to order the BCM4343W IoT Starter Kit and BCM4343W SoC Modules?
- Yes, part#: AES-BCM4343W-M1-G

FCC, CE, etc Certifications ?
- BCM4343W SoC Module FCC and CE certification is currently in progress

Additional Reference Designs and Software ?
- Dozens of examples are available in WICED SDK,
- BLE + WiFi + AWS and BLE + WiFi + Bluemix combo examples available (BT Smartbridge, BLE2Bluemix)

Support for Apple HomeKit ?
- Module has an unpopulated site for MFI Auth.device, however this will not be formally supported

Hands-on Customer trainings ?
- Online webinars as well as live Avnet workshops are available...

4 29 November 2016 ==AVNET
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